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Use-cases

Orders of magnitude slower than cryptographic PRFs.
Grassi et al., 2016 [GRR"16]: Suitable for multiparty computation.
Ethereum, 2019 [Feil9]: Plans to incorporate it in the blockchain.

Ethereum, 2019 [Feil9]: Online challenges to break the function.
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Legendre sequence
Let ac Fp,and L €N,
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Assumption
For L = 2|log p| we have

{a}, = {b}, if and only if a = b.



Legendre Sequences

Generalised Legendre sequence
Let f € Fp[x], and L € N,

- () )4

Generalised assumption:
For L =2|rlogp| we have

{f}r ={g}L ifand only if f = g.
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Algorithm

Problem: Given access to Of(x) = (@) find f.

Solution: Table-based collision search

Table:
Make a table with many Legendre sequences {7y} such that

- The sequence {f,}; can be computed from Of .

- From f,, we can obtain f.

Search:
Generate random g(x) and look for {g} in the table.

If {g}. = {fm}L then g = f,,, and we can obtain f.
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Mobius transformations

fn(x) = F(ZEG)(ex + d)"/(F(2)c").

Computing {fm}, from Of:
fm(x)\ ax+ b\ [cx+d\" ay\ [c\"
< p >_Of(CX+d>( p >Of(c)(p)'

Linear cost per sequence: L+ 1 oracle queries and L + 1 Legendre

symbol computations — 1 Legendre sequence.

Amortised for all m € PGLy(FF,): p oracle queries and p Legendre
symbols — (p3 — p) Legendre sequences.
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Precomputation
Create a table T containing {fn}, for all m € PGL>(FF}).

In total p3 — p sequences.

Search
Sample random g(x) of degree r and compute {g}, until a hit is

found.

Expected run-time: O(p’~3) trials.
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Limited query and the linear prf

Run-time: O(p® + p'~3)
For r < 6 can be lowered to O(p'/2 + p/2) by limiting the table.
Oracle queries needed : p—o(p/L).

What if oracle queries are limited?
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Limited query and the linear prf

How many different group actions can we obtain from M << p
queries?

Linear shifts subgroup
6 ={(3])|¢ €Fp.i € Fp} <PGL(F,).

(1) f="fialx)="Ff(dx+i)/d"

(fi,dp(x)> = Of (dx + i) (g) )
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Query Of at [0, M).

i d+i 2d+i  3d+i S
{fiv ———"" "1

{fia}L

2 o o 5
In total MT eligible (i, d) values.
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Limited query and the linear prf

Precomputation
Query Of at [0, M). Make a table T with O(MTQ) sequences.

Search
Try random polynomials until a hit is found in the table.

Expected run-time: O(%) trials.
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Khovratovich [Khol9]: Group G with d = 1. Table size:O(1).

Beullens et al. [BBUV19]: Group G with i < d. Table size ’\L/’—;

Us: Full group G. Table size M

L
Algorithm expected # trials | precomputation | memory
Khovratovich &,V%p M log p
plog® p 2 M?
Beullens et al. o M log
. plogp M? 2
Our algorithm Y i og p M
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General case

Khovratovich [Kho19]:Group G with d = 1. Table size:O(l).
Beullens et al. [BBUV19]: Group G with i < d. Table size

L2'
Us: Full group PGL,(F,,). Table size p> — p.
Algorithm search precomputation | memory
Khovratovich p~lriogp rlogp rlogp
Beullens et al. | p"~2r%log? p p? p®
Our algorithm | p"3rlogp p3riogp p3riogp
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Challenges

Ethereum research challenges [Feil9]:

- 5 Linear Legendre PRF challenges

- Primes p of 64,74,84,100 and 148 bits

- Given M = 220 symbols of sequence {f} .
- Goal to find f = x + k.

- For each challenge we used L = 64.

- Tables contained 234 sequences.

- About 2.2e6 trials per core-second.
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Table 1: Results and estimates for solving the Legendre PRF challenges.

In all cases M = 229 consecutive queries are given.

Challenge | Prime | Expected | Observed | Expected | Observed
bit size | # trials # trials | core-hours | core-hours
0 64 230 23078 290 sec 490 sec
1 74 PR RS 82 59
2 84 o R 1.4e5 1.72e4
3 100 206 - 9.1e9 -
4 148 o114 - 2.5e24 -
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Thank you for Your attention!
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