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Cryptanalysis
Types–
➔ Brute force
➔ Chosen-plaintext
➔ Side-channel attacks
Examples–
➔ Linear cryptanalysis
➔ Meet-in-the-middle attacks
➔ Birthday attack



Encryption
What is encryption?



Data Encryption Standard (DES)



Public-key 
Encryption

Rivest-Shamir-Adleman (RSA)



Hashing Functions (SHA-256)



Zero-Knowledge Proofs (ZKP)
➔ Prover and verifier

➔ Ali Baba Cave example

➔ Applications



Quantum Resistant Algorithms
➔ Shor’s Algorithm

➔ Grover’s Algorithm

➔ Hash Functions

➔ Code-Based Cryptography – McEliece



Modern Cyber Threats
➔ Phishing

◆ Spear phishing

◆ Ransomware

➔ Zero-day exploits

➔ Malware

➔ Man-in-the-Middle (MitM)

➔ Credentials stuffing



Conclusion



Credits: This presentation template was created by 
Slidesgo, including icons by Flaticon, infographics & images 

by Freepik

Thanks!
Do you have any questions?

youremail@freepik.com 
+91 620 421 838 
yourcompany.com

Please keep this slide for attribution

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr

