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During World War II and in the years leading up to it, most German military wireless 
communications were encrypted by a cipher machine known as the ENIGMA.  Thousands of 
these machines were deployed in all branches of the Nazi armed forces.  In one of the most 
significant intelligence coups in history, the Allies were able to routinely read vast quantities of 
this traffic, even though the Germans believed the machine to be 100% secure.  In this expository 
talk, I will describe the ENIGMA and give a hands-on demonstration with an actual machine.  I 
will then discuss several of the mathematical ideas which were used to break it. 
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