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The RSA encryption scheme is a well-known method for an entity A to receive
messages from other entities B in a way that third parties C cannot understand.
The purpose of this note is not to explain the algorithm, but only to show what
it looks like in terms of simplicial databases. Our source for the RSA encryption
scheme is http://en.wikipedia.org/wiki/RSA#Key generation.

Begin with the following tiles, all of type N:
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and call these the main tiles. We will also need two constraining tiles. These are

•prime

(consisting of only primes) and

•r
1<r<s

•s .

From these we can build the RSA encryption scheme as follows:

(1) Begin by dragging copies of the main tiles together to construct the data-
base

•p •p−1

OOOOOOOOOOOOO •e

•n n=pq

qqqqqqqqqqqqq

MMMMMMMMMMMMM φ=(p−1)(q−1) •φ de≡1(mod φ)

qqqqqqqqqqqqq

MMMMMMMMMMMMM

•q •q−1

ooooooooooooo
•d

(2) Now drop the prime tile •prime onto •p and then onto •q.
(3) Finally, drop the •s

s>r>1
•r tile onto •φ •e .
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(4) Take the composite database (see Definition 1.1 below). It looks like this

•e

•n
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•d

(5) Choose any record in this table. It consists of a triple (n, e, d). This works
as the private data for an RSA encryption.

(6) The projection onto •n •e is the public data for the above RSA
encryption.

The following definition assumes an understanding of simplicial databases; see
[Spivak. “Simplicial databases”] for details.

Definition 0.1. Let X ∈ S be a simplicial complex. An element x ∈ X0 is called
an outer vertex if it is contained in a unique maximal simplex. Let ΩX ⊂ X0 denote
the set of vertices.

Given a simplicial database X := (X,OX), the composite of X is defined to be
the table OX(X)→ Γ(ΩX).

Now to encode a message, one needs the additional tetrahedral table
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y≡xa(mod b)
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Here are the steps:
(1) The message should be encoded as a 1-row, 1-column table •m. Drop it

onto the •x column of the tetrahedral table.
(2) Drop the above •n •e table onto the right-hand edge •a •b

.
(3) Projecting the table to the •y column gives the encoded message.

Now suppose that •c is a 1-row, 1-column table containing an encoded message.
In order to decode it, one could reverse the above process: drop •c onto the •y
column and then look at •x. The problem with this is that the calculation takes
too much time. The idea of the RSA algorithm is that there is a way to get the
original message back which is computationally easier. Namely, do the following:

(1) Drop the •c table onto •x.
(2) Drop the •n •d “private key” table onto •a •b .
(3) The result in •y will be the original message.
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